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Abstract. The work suggests complexifying actors within the framework of TD3 which involves the usage of
different state vectors for actors and critics in order to assure convergence of the algorithm. It also describes a process
of aggregating models, separately trained on datasets or in simulation on tasks with increasing difficulty, stitching
everything together step by step into a single end-to-end system. It allows utilizing existing algorithms, such as YOLO, in
reinforcement learning systems, performing sensor fusion and gradually adding functionality without losing convergence.
Assistance providing allows training systems in simulation from hardcoded algorithms that use simplified states. These
techniques are demonstrated on a particular task of building an anti-drone system for armored vehicles.
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Introduction

Training of modern robotic systems requires
ample multifarious data that can only be obtained in
simulation. There are different ways of creating simulated
environments. NVIDIA Omniverse [1] is a platform that
was specially built for such purposes. Isaac Sim [2] is an
application built on that platform that enables developers to
simulated and test Al-driven robotic solutions in physically
based virtual environments — Figure 1.

Figure 1. Robots in simulation [3]

There are also game development engines such
as Unity3d [4] and Unreal [5] that can be used for such
purposes. Plethora of high-quality photorealistic 3D
models of military objects allows training advanced
computer vision systems for military purposes — Figure 2.

N

Figure 2. 3D model of a drone [6]

Simulation enables to train systems of arbitrary
configurations with different weather, terrain, lighting and
noise conditions.

The main part

In the current work we use Unity3d and explore the
process of gradual composition and training for an anti-
drone turret equipped with LIDAR, two microphones and
two cameras. Turret is mounted on a vehicle and has a
cannon to shoot drones — Figure 3. Principles, described in
the work, can be applicable for systems of more complex
configurations, different sensors and ways to counter
drones. Precise cannon control and decision making
about firing are performed based on video feed. Audio
and LIDAR data is necessary for crude initial orientation
towards a target and early warning.

Figure 3. View from a turret camera

For ensuring convergence of the entire system,
we start from a simple case with a stationary vehicle and
a single target. The first trainable part is responsible for
processing LIDAR data. Point cloud is converted to a
depth map which is used as a state vector for reinforcement
learning (RL) algorithm that guides a cannon towards a
single target in simulation. Such gimmick is connected
with necessity of writing your own LIDAR in Unity3d
ML-Agents [7] and we use a grid sensor [8] that simulates
that instead — Figure 4.
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Figure 4: Imitation of LIDAR coverage

Current environment requires continuous actions
and a loss in this case is based on the angles discrepancies.
Different RL algorithms were considered as a possible

foundation for the system and tested with a simplified
task to guide a canon towards a randomly moving target,
given just a set of previous angles and a current angle
towards it. The list included Soft Actor-Critic (SAC)
[9], Proximal Policy Optimization (PPO) [10], Deep
Deterministic Policy Gradient (DDGP) [11] and Twin
Delayed Deep Deterministic Policy Gradient (TD3) [12].
In the result, TD3 turned out to fit the task well because
of its deterministic nature that is apt for cannon guidance
and the ability to regulate exploration noise on different
training stages. Delayed policy update, target policy
smoothing and clipped double Q-learning provide more
stability in learning in comparison with its predecessor
DDPG. Networks of different architectures, with different
sets of hyperparameters were tested for actors and critics.
During this stage, we have two continuous actions as output
(altitude and azimuth shifting) — Figure 5 (activation and
maxpool layers are discarded).
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Figure 5. Actor, based on a convolutional network

In spite of the fact of quick converging with just
angles as an input state, processing a depth map of a
relatively small resolution 360x90 and controlling turret
based on that, turned out to be an unsurmountable task
for TD3 with not pre-trained networks or either required
extensive period of time on a single machine, considering
the necessity to simultaneously run a simulation as a

computational bottleneck.

During the research, different ways to make it
converging were tested, including Assistance Providing
[13] from a TD3 initially trained only on angles and a usage
of two-headed networks for actors and critics, additionally
taking angles with increasing dropout over training in order
to be “weaned off” from “cheating” — Figure 6.
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Figure 6: “Cheating” TD3 with increasing dropout

In that case the networks initially relied on
the angle value and when a dropout was close to 1
the training process collapsed. Eventually a working
solution was found. It involves training actors and

critics with simpler state vectors S, (angles) and then
using those pretrained and frozen critics together with
actors that are provided with more complex states S,
(depth map) — Figure 7.
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Figure 7: Actor complexification

The approach of actor complexification can be not
limited to a single iteration. After the second state, we can
freeze the actors and train the critics on the depth map, and
then complexify the state of actors again — Figure 8.
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Figure 8: Way of complexification

Training a RL system in simulation that utilizes
sound requires constant processing of Mel spectrograms,
that hinders training. A more savvy way is to pretrain
networks in a supervised mode on existing datasets, and
then incorporate them into the RL algorithm as heads of
more complex networks (actors and critics) and perform
only sensor fusion and fine tuning in simulation. That
approach is applicable for range of modalities. There are
open datasets containing environmental sounds [14] as well
as datasets with sounds of drones of different types [15, 16].
Resultant dataset for a binary classification task (drone, not
drone) was combined by overlaying sounds of drones with
a plethora of sounds, including sounds of military vehicles,
and also overlaying together sounds without drones. Two
primary architectures were considered: based on pretrained
ResNet50 and pretrained visual transformer vit b _16 [17]
available with PyTorch — Figure 9.
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Figure 9. Drone detection networks

It turned out that the networks can confuse some
environmental sounds like mosquitos, bees or ordinary
planes with drones, which required further work with the
dataset — Figure 10.

Figure 10. Mel spectrograms of a drone (a), mosquito (b),
bee (c) and a passenger jet (d)
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There are extensive datasets, containing varieties
of insects sounds like [18, 19] as well as with sounds of
planes [20]. It transpired that just labeling mosquito sounds
as not drone led to a situation when a simultaneously flying
mosquito and drone would be identified as not drone. That
required mixture of all possible drone sounds with sounds of
different insects with the results labeled as drone and mixture
of different insect sounds together labeled as not drone. The
entire dataset was almost 1 million Mel spectrograms. The
visual transformer based network demonstrated 99.8 %
accuracy with an average time required to process a second of
sound of 0.012 sec on NVIDIA GeForce RTX 2080 SUPER,
and ResNet50 based network demonstrated 97.9 % accuracy
with a time of 0.011 sec (only processing by a network).

The next stage is to orient a turret towards a drone by
pure sound. A dataset, combined of environmental sounds
with drone sounds added to each channel, is used for that.
The two headed network for left and right stereo channels,
based on visual transformer, trained during the previous
stage (Figure 9), predicts a value between -1...1 depending
on the volume of a drone sound in each channel — Figure 11.
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Figure 11. Dataset creation

The next stage is performing sensor fusion of
LIDAR and sound heads in simulation for a system that
will direct the turret — Figure 12. Actor complexification
(Figure 7) is used further to assure convergence.

Tumred
guidmnce
—
| Lo
head
3 _—
(360, 90} =
. =
:ﬁ“ Sound Eaaly
1gal
. head | | womine
- — —
——
F?!
(200, 1

Figure 12. Combined heads

This combination of heads is done for both actors
and critics; in this project they have the same architecture,
but critics also take actions as input and they are
responsible for Q-function instead of a policy. Heads are
taken from previously described networks, discarding last
fully connected layers. That’s why for reasons of equitable
contribution in terms of feature richness each of networks
finishes with a layer that takes 100 input features. Each
weight of those layers is divided by 2 and loaded into FC1
[13]. “Early warning head” is responsible for activating
a system in order not to rotate a turret without drones in
the vicinity. Training is conducted in alternated cycles.
During the training of the early warning head, the guiding
head is frozen and a drone flies with different trajectories,
velocities and sounds or may not fly at all in order to make
anetwork determining a fact of presence of a drone. During
the training of the guiding head, the early warning one is
frozen and a drone flies all the time in order to guide a turret
into its direction. On this stage the sound is grabbed from
simulation, and unlike the LIDAR data which is constantly
updated, Mel spectrograms are built only each second.

Slicing Aided Hyper Inference (SAHI) with
YOLOV11 is used for processing frames from both zooming
and wide angled cameras, which is trained initially in a
supervised mode to detect only one class (drone) on
datasets with drones like [21], birds [22] and synthetic data
obtained using Unity Perception [23] from 3D models of
drones surrounded by different environmental objects.

In a hypothetical case of a single attacking drone
it would be reasonable to provide a network with a
center of detected object, but the need to repel an attack
of several drones makes it necessary to determine the
order of engaging and facts of defeating each target. That
necessitates estimating distances by analyzing dynamics
of angular size changing (LIDAR may not cover long
enough distance) and converting set of bounding boxes to
an image containing just those boxes with the brightness
proportional to their confidence and track IDs for making
it easy to cope with multiple targets. Feature vector from
wide angle camera is added to LIDAR and sound features,
and during the current stage the system learns to track a
single target with frozen YOLO weights.

The next stage requires involvement of a zooming
camera. In this case a zooming head is rewarded based on
keeping the full bounding box of a drone as big as possible
within its view and punished if a bounding box goes
beyond view even partially, with everything else frozen.

Curriculum step for firing head involves rewarding
it for hitting the target, and lightly punishing for the
usage of ammo, and strongly punishing for firing outside
the projection of the target. The fact of hitting the target
is determined by simulating bullet dispersion from the
aiming point. In order to make the system adaptable to
different cannon configurations and types of ammo, the
firing head takes as input parameters of measured ballistic
dispersion and number of rounds in a single burst. It can
also take different parameters, like the fragment density for
grapeshot rounds. That allows the head to “make decisions”
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about the best moment to open fire.
When the system is focused on a target, it’s

necessary to assess its damage after firing, disengage and
switch to another target, when the previous one is shot
down. Damage assessing head contains LSTM layers and
takes the information from both camera heads in order
to analyze changing in trajectory and appearance of the

simulations of drone destructions.
The next stage involves training everything

together to cope with single targets. Reward is no longer
based on the angle difference, but on eliminating targets,
not allowing them to reach the object, taking into account
the proximity at which the target was destroyed and the
ammunition consumption. The entire structure of the

system is presented on Figure 13.
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Figure 13. Structure of the system

and erratic rotation of the turret. The system must check
targets in precedence of their importance based on distance
or dynamic of their approaching. And whether engage, if
it’s a real drone, or move to the next one in case it’s a bird
or something else. That represents a complex RL task like
[24] and necessitates the next phase of extensive training.
Modified version of the previous hardcoded algorithm
(Figure 14), that engages targets consequently, is used to

To ensure convergence, a hardcoded algorithm that
uses a proportional-integral—derivative (PID) controller to
guide a cannon towards a target, zooms in and fires when a
target is in the crosshairs, is used with alternating assistance
providing [13], switching between the hardcoded algorithm
and the trained system over the training — Figure 14.

Nonnal state D3 Action expedite convergence through assistance providing [13].
Necessity to estimate speed with which targets
approach also entailed considering six consecutive frames
R of LIDAR data, performing feature extraction utilizing
Replay buffer <—QD weights of a previously trained head, followed by a
’ transformer network — Figure 15.
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multiple targets. Earlier the system was able to guide a
turret towards a single target based initially on sound and
LIDAR data, then capture it by a wide angle camera, zoom
on it and make a decision whether fire or not, while tracking
it. Now the introduction of several simultaneous targets
leads to activation of the system by the early warning head

Figure 15. Reconfiguring LIDAR head

That in turn required repeating curriculum steps
for training a LIDAR head again with everything frozen
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and reward based on angles discrepancy, but eventually
it improved performance of the whole system in terms of
ability to engage first targets that are plummeting right now
towards the vehicle, ignoring remote or stationary ones.

On this stage of curriculum every occlusion will
be interpreted by the LIDAR head as a possible target.
The system must understand that moving around objects
that touch the surface don’t represent a threat, and when
the vehicle moves, passing above tree branches are also
not moving targets. In order to achieve that, each head is
modified to accept vehicle’s velocity and orientation (with
existing pretrained weights [13]), and the entire curriculum
cycle is repeated again, including training the early warning
head. The environment this time includes naturally possible
objects like other vehicles, people, buildings, trees, bushes
and so on, as well as different types of drones and birds, each
with a distinct sound signature.

Utilizing a trained actor with the real hardware that
has mass, inertia, stiffness, sensor inaccuracy and noise can be
challenging. For that such hardware parameters must be set in
simulation. For example Unity3d provides ArticulationBody
component [25] that allows setting parameters such as linear
damping, angular damping, joint friction, inertia, center of
mass and other. The network can also be trained to adapt to
specific hardware by getting a feedback from actuator sensors
and environment. This is achieved by initially training the
network to manage an actuator (turret) with fixed parameters
(inertia, friction, etc.) getting observations that additionally
include exact parameters of the actuator (angle, velocity)
and then using actuators with slightly different parameters,
making the network learn to compensate it — Figure 16. This
is analogous to getting accustomed to driving a new car,
its steering, suspension, maneuverability, acceleration and
brakes. Passing the turn and overtaking are essentially the
same using a cope or a minivan, but effort and magnitude of
movement of a steering wheel and a gas pedal are different.
In our case the network must “understand” that the turret has
certain inertia and manage that accordingly.

Set of
actuator
parameters

Environment

,l,s";ztc of environment ~ ,
Action
TD3 Actuator
State of actuator

Actuator sensors

Figure 16. Adaptation to hardware

|

Additions and further development

It’s fair to say that drone warfare is developing with
an unprecedented rate and it may be possible and expedient
to utilize drones with rocket launchers, that don’t get too
close to the target, making them difficult to shoot.

During the process of training networks in
simulation, drones were flying towards a target straight
from where they were spawned and then some random
maneuvers were added to make it more difficult to shoot
them, at the same time insuring that drones eventually move
towards the target. A better way is to train an adversarial
system, where a swarm of drones learns how to cooperate
and attack shrewdly, figuring out about some tricks of
team work to circumvent the enemy. That may be achieved
through wielding of Multi-Agent Deep Deterministic
Policy Gradient (MADDPGQG) [26], but providing each critic
(Q-network) with the combined perspective of all agents in
a team makes it computationally hard to train — Figure 17.
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Figure 17. MADDPG [26]

Firing cannon at drones also may not be the best
solution to counter them. A vehicle may carry a set of
interceptor drones for hitting other drones or dogfighting
with weapons, which can also be trained in simulation.

It also seems reasonable to use a pixel-to-voxel
projection [27], capturing frames from a set of cameras
on stationary objects, or determining cameras’ locations
and orientations “on the fly”, given some recognized key
objects that are visible simultaneously by multiple cameras
on vehicles, that have communication channels between
each other — Figure 18.

Recent achievements in development of multimodal
large language models and agentic systems makes it
possible to provide Al systems with high level reasoning
that is important in some cases of drone countering.

Figure 18. Pixel-to-voxel projection [28]
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Another direction of development is to provide Al
systems with the ability to build models of the environment
and provide sensible ways of interpreting observations
based on such models utilizing Free Energy Principle [29].

Conclusions

The suggested approach of actor complexification
gives a way to converge RL models utilizing actors and
critics with different state vectors, which can be used to
interactively increase the level of complexity.

Described process of curriculum learning with
structural composition involves aggregating models,
separately trained whether on datasets or in simulation on

tasks with increasing difficulty within the framework of RL
or in a supervised mode.

Usage of hardcoded algorithms that take as input
some “cheating” state from simulation allows training
complex RL systems through assistance providing [13].

Adaptation to specific mechanical actuators can be
performed by training a network that accepts some feedback
from sensors and adjusts its actions.

Building an adversarial system would involve training
a swarm of drones in simulation that learn to cooperate and
overcome defense, which in turn will precipitate the training
process for countering unexpected tricks.

Nowadays there is a plethora of existing solutions
for designing advanced military Al systems.
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PVIIBKOE. B.

YCIOKHEHHME AKTOPOB B TD3 U OBYYEHHME 110 KYPPUKYIYMOMY
CO CTPYKTYPHOU KOMIIO3UIIMEN HA ITPUMEPE 3AJIAYU OTPAKEHU A
ATAK BECIIMJIOTHBIX JIETATEJIBHBIX AIIITAPATOB

Boennas akademusi Pecnyonuku Berapyco
Mumnck, Pecnybnuxa benapyce

Annomayusn. B pabome npednodicenvi ycaodicHAIOWUECs AKMOPbL 8 PAMKAX AN20PUMMA 080UHO20 ONCPOYEHHO20
21yboK020 0emepmMuHuposanioco epaduenma noaumuxu (TD3), umo npednonacaem ucnonv308anue pasiuyHsiX 6eKmo-
P08 COCMOAHULL 0151 AKMOPO8 U KPUMUKOS C Yelblo obecneuenus cxooumocmu anreopumma. Paboma maxoice onucvisaem
npoyecc azpecuposanus Mooenell, paz0elbHO HAMPEHUPOBAHHBIX HA OAMACemax iy @ CUMYIAYUU HA 3a0auax ¢ yeenu-
YUBAIOWEUCS CIONICHOCTBIO, COCOUHSSL UX BMeCe Wa2 3d WA2oM 6 eOUHYI0 cucmemy. Dmo no3eonsem UCHONb306amb
cywpecmsyiowgue aneopummpl, maxue kak YOLO, ¢ cucmemax o6yuenus ¢ ROOKpenieHuem, oCyuecmeisis npoyecc oove-
OUHEHUsL OAGHHBIX OAMYUKOS U NOCMENEHHO VEeIUdUEdst (PYHKYUOHATIbHOCIb Oe3 nomepu cxooumocmu. IIpedocmasnenue
ACCUCUPOBAHUS NO3GONISLEM MPEHUPOBAMb 8 CUMVIAYUU CUCTEMbL MAUUHHO20 0OYYEeHUsL HA OCHOBE JICECMKO 3anpo-
SPAMMUPOBAHHBIX AN2OPUMMOG, UCHOTbIVIOWUX YAPOUWEHHbIE BEeKMOPA COCMOAHUL. [lanHble MeXHUKU NPoOeMOHCIMpU-
POBaHbI HA 3a0aue NOCMPOeHUs cCucmemsl 3awumaot oporemauiur om BILJIA.

Knrwouegvie cnosa: enybooxoe obyuenue ¢ nookpennenuem, TD3, obyuenue no Kyppuxyiymomy, obveounenue oau-
Hblx oamuukos, BITJIA

Pysbko EBrennii Bukroposuu

Boennas akagemust Pecrryonmku benapycs. MunCck, Pecryonmka bemapych.

Kanannar TexHMYeCKHX HayK, JOLEHT. HaualbHUK HaydHO-HMCCIEN0BAaTEIbCKON JabopaTopun
MOJICTUPOBAHNSI BOCHHBIX JACHCTBHH ydpekaeHus oOpazoBaHus «BoeHHas axagemus
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