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The quality of milk is evaluated by a number of control points, which include a number of indicators, such as fat content,
protein, lactose, density, etc. It is proposed to use the Internet of things (IoT) technology to control the quality of milk from
distributed dairy farms. A multi-agent model of 10T network and the structure of such an IoT network for monitoring the
quality of milk from different farms is presented. The model is represented by a variety of agents: milk analyzers, converter,
storage of quality indicators, their processing, decision-making, monitoring of milk quality indicators.

The structure of the 1oT network includes milk analyzers, gateways-converters, a cloud platform, and mobile devices.
The cloud platform rents a server that hosts knowledge and data bases, special software (solver) for processing and making
decisions on milk quality, and a farm website. The database of the cloud structure server stores milk quality characteristics,
and the knowledge base stores the rules for processing them. The solver outputs deviations from the current milk quality
indicators from the standards. The site is used for communication of specialists in milk quality control. Monitoring of milk
quality characteristics is implemented from mobile devices of specialists with access to the site components.

The 4th generation LTE network using NB-1oT technology was chosen as the network for transmitting information from
dairy farms to the cloud. The review of milk analyzers of both domestic and foreign companies is carried out. A gateway
solution for querying milk analyzers and transmitting parameters to the cloud infrastructure is presented. Popular cloud

platforms for building a network of 10T are presented.

Keywords: multi-agent model, milk control, loT network structure, NB-IoT technology, cloud IoT platforms.

Introduction

Important issues of automation of dairy pro-
duction management are remote control of milk
quality, which must meet international standards.
One of the approaches for milk quality assess-
ment is the calculation of indicators based on
critical control points (CCP) [1]. The main indi-
cators of milk quality can be used as such points:
fat, protein, SOMO, dry matter, density, lactose,
added water, etc. These metrics are collected and
analyzed within a single farm using computers.
Consider a more modern solution, monitoring
milk quality indicators using the Internet of things
(IoT). General issues of building such networks,
structure, management are discussed in [2-5].
The structure of a multi-agent system for studying
the quality of milk from farms in Lebanon is pro-
posed [6]. Consider more details this approach.

loT network models and structure

To create a model of the IoT network for mon-
itoring milk quality (MMQ), we use a multi-agent
approach [7, 8]. In this multi-agent structure,
select the set of agents of the milk quality sen-
sors, agents, converters, agents, storage quality,

processing agents milk quality indices for opin-
ions, agents monitor these indicators and conclu-
sions. This multi-agent model is represented by
four:

loTeem = {RAM, SC, CP, MAi},

where loTcem is a model of the IoT network,
Rami is a set of sensor agents (from portable milk
quality analyzers on farms), SC is a set of con-
verter agents (network gateways of converters),
CP is a cloud platform for storing milk quali-
ty indicators (quality indicator storage agents
and processing agents), and MAi is a monitoring
agent (mobile devices for monitoring milk quality
indicators).

Based on this model, the structure of the
MMQ IoT network is developed. It is composed
of portable analyzers for quality of milk from
each of the monitored farms — AMQ. These ana-
lyzers usually send the results to a computer, then
their output on printer via a serial port.

In our structure, these milk indicators send
to the gateways-converters — GC. The latter are
necessary for converting and transmitting the
captured milk quality indicators to the cloud en-
vironment (CE). In the cloud environment, we
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use the server. The server in CE contains data and
knowledge bases, the solver, special software and
website.

The database stores data obtained from farms
(milk characteristics) by time (milking number,
time of day, days). Data may be from different
farms, possibly from different herds of cows. This
data are sent to the solver (decision maker) S. It
uses the rules from knowledge base for processing
milk indicators receiving from the data base and
produces issues solutions for certain milk quali-
ty parameters. These solutions are also recorded
in the database. The site serves is as a means of
displaying the results taken and obtained on the
quality of milk.

Each of the specialists use mobile devices
(MA), which has an application installed that al-
lows displaying information of interest from the
cloud database via the website. On a cloud server,
some can install a software system to make deci-
sions about changing the content of cows to im-
prove the characteristics of milk quality.

Milk analyser

The milk analyzer is a device for determining
the quality characteristics of milk and products
based on it (fat content, density, sample acidity,
lactose, sample temperature, etc.). This device
does not use chemical reagents, which ensures the
environmental friendliness of the studied com-
ponent. Milk analyzers are used on farms, food
industry enterprises, milk receiving points, and
when conducting research in the field of food in-
dustry [9].

Milk analyzers have high accuracy and allow
you to make a sufficient number of measurements
in the required time. Currently, the use of analyz-
ers in farms and milk processing plants is becom-
ing a normal process.

Maximum set of measured indicators: 1. Fat;
2. Protein; 3. SOMO; 4. Dry matter; 5. Densi-
ty; 6. Lactose; 7. Added water; 8. sample Tem-
perature; 9. freezing Point; 10. Salt; 11. pH,
12. Conductivity.

Let’s consider some domestic milk analyzers
used in the Republic of Belarus, the characteris-
tics of which are given in [9].

“The lactan 1-4 mini ultrasonic analyzer de-
termines the mass fraction of fat, SOMO, added
water and density in a sample of whole, fresh,
canned, pasteurized, normalized and skimmed

milk. The average measurement time is 3 min-
utes, which is 2 times faster than using the tradi-
tional method of analysis, safer, more economical
and easier. The accuracy of determining the pa-
rameters of milk quality at the same time com-
pletely corresponds to requirements of standard
methods”.

“The lactane 1-4 ISP. 220 analyzer allows
you to determine the six most important param-
eters in 180 seconds without using chemical
reagents — protein, fat, SOMO, density, tem-
perature, and mass fraction of added water in
a sample of whole fresh, canned, pasteurized nor-
malized, skimmed, reconstituted, and long-term
storage milk” [9].

“The Clover-2 milk analyzer provides rap-
id assessment of the percentage of fat, protein,
skimmed milk powder (SOMO) and density in
a single sample of fresh whole, canned milk or
cream. Despite the variety of functions, the Clo-
ver-2 milk quality analyzer is easy to use, which
allows unskilled personnel to perform measure-
ments on it. The main operations on the device
are to fill the sample for measurement and then
drain it after measurement. Select a sample and
pour it into the sample receiver-all this is a matter
of seconds. The process of measuring the quali-
ty of milk or cream takes 2.5-3.5 minutes. Room
temperature milk is measured in 2.5 minutes, and
chilled milk is measured in 3.5 minutes. The de-
vice indicator displays all the necessary informa-
tion for the operator. The measurement results are
displayed in digital form with a sampling rate of
0.01%” [9].

As foreign analogues, we present the charac-
teristics of analyzers from Bulgaria of the Lac-
toscan series [10]. They can be used to measure
fat, solid particles (SOMO), density, protein,
lactose, salt, water content as a percentage, tem-
perature (°C), freezing point, pH, conductivity,
and total solid content of the same sample im-
mediately after milking, collection, and during
processing; somatic cell counters for detecting
clinical and subclinical mastitis; temperature-
regulating devices for various types of tests;
highly sensitive test strips for detecting adul-
teration of neutralizers, hydrogen peroxide and
urea adulteration of raw milk that work in an ef-
ficient and reliable way.

With high accuracy and speed, Lactos-
can portable ultrasonic milk analyzers are
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competitive with FOSS Electric, Delta Instru-
ments and Bentley milk analyzers, which have
a much higher price. Minimal energy consump-
tion and the absence of consumables make the
Lactoscan milk analyzer attractive for the dairy
industry. Low operating costs and low price
make the Lactoscan milk analyzer suitable for
dairy farms, dairy plants, milk sampling centers
and laboratories.

Ekomilk is a range of ultrasonic milk quali-
ty analyzers produced in Bulgaria. The devices of
this series have the following additional features:
connecting a pH electrode to measure the activ-
ity of hydrogen ions in the test sample (display-
ing both the pH and titrated milk acidity values of
°C), monitoring the falsification of the test whole
milk by the parameter “Conductivity”, correct-
ing the calibration of the analyzer by introducing
correction values. In addition, the Ekomilk milk
analyzers are equipped with a self-diagnosis sys-
tem with corresponding errors displayed on the
display, have an RS-232 connector for connecting
to a personal computer, and the ability to connect
a compact thermal printer” [10].

Gateways-converters

The end hardware (our analyzers) can use
different interfaces and protocols, which makes
it difficult to connect and query them with in-
frastructure tools in a cloud environment. In our
case, the information from the analyzers can be
received via parallel or serial ports. Therefore,
we need gateways-converters to interact with the
hardware of the cloud platform. Let’s look at pos-
sible solutions.

One of them is equipment from MOXA,
which has been creating communication solutions
for more than 30 years and using its experience in
the field of Ethernet to COM port converters. It
has developed a solution for connecting devices
with a COM port to cloud environments. MOXA
offers solutions for connecting COM devices
directly to the cloud [11]. Let’s look at some of
these converters:

“The NPort IAS000A-I/O, NPort IA-
WS5000A-1/O series converters and the MGate
5105-MB-EIP gateway support integration with
the Alibaba Cloud IoT Platform, Azure IoT Hub,
or private cloud via the MQTT Protocol.

The NPort [A5000A-1/O and NPort IA-
WS5000A-1/O converters allow you to transmit not

only raw data from the COM port, but also man-
age built-in discrete 1/0 channels. Data is trans-
mitted over the MQTT Protocol in JSON format”.

loT cloud platforms

These platforms support Internet functions for
IoT applications — launch, maintenance, analytics,
data storage, and security measures. Let’s consid-
er the most famous of them [12].

“AWS IoT Core is the foundation on which
any loT application can be built. Ehrough AWS
IoT Core various devices can connect to Inter-
net, to each other and exchange data. The plat-
form supports various communication proto-
cols, including custom ones, which allows to
communicate between devices from different
manufacturers.

AWS IoT Device Management allows to add
and organize devices. It provides secure and scal-
able performance with the ability to monitor, trou-
bleshoot, and update device functionality. AWS
IoT Analytics is designed to automatically ana-
lyze large amounts of various IoT data, including
unstructured data from various types of devices.
The data collected and processed by the service
is ready for use in machine learning. AWS loT
Device Defender service supports configuring
security mechanisms for IoT systems. AWS IoT
Device Defender allows to configure and manage
security policies, controlling device authentica-
tion and authorization, and providing encryption
mechanisms”.

“The Google Cloud IoT platform includes
a number of services that can use to create loT
networks. Cloud IoT Core is a fully managed
service for easy and secure connection, as well
as managing and receiving data from various de-
vices. Cloud Pub/Sub is a service that processes
event data and provides real —time flow analytics.
Cloud Machine Learning Engine that allows to
create machine learning models and use data col-
lected from IoT devices” [12].

“The Microsoft Azure IoT Suite platform of-
fers both pre-configured solutions and the ability
to customize them and create new ones according
to the project requirements. It can get security
mechanisms, high scalability and integration with
any existing or future systems. The platform al-
lows to connect hundreds of devices from various
manufacturers, collect analytical data and use IoT
data for machine learning purposes”.
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Organization of communication
in loT network

The communication technology recommend-
ed for this Internet of things network farm mon-
itoring milk quolity requires covering a signifi-
cant distance [13]. We propose decision which
is called LPWAN (Low-power Wide-area Net-
work — energy-efficient long-range network) [14].
As a network for transmitting information from
dairy farms to the cloud, we will choose the 4th
generation LTE network, which has already been
tested and has proven itself well in the Republic.
However, it is used for Internet clients. Howev-
er, its component — NB-IoT Technology, as part
of LTE, has a low data transfer rate, but a large
coverage-thanks to the use of LTE network capa-
bilities [15].

NB-IoT provides data transfer rates from 20
to 250 Kbit/s, depending on which LTE network
resources are used. Since this is only an exten-
sion of existing standards, testing equipment and

software to verify NB-IoT compliance are al-
ready available.

Conclusion

It is proposed to use the Internet of things
technology for remote monitoring and control of
milk quality of dairy farms distributed through-
out the district. A model of such an loT network
based on multi-agent technology is presented. The
structure of this IoT network is proposed, which
includes milk analyzers, gateways-converters
and a cloud structure where the server platform
is rented. The server components are discussed.
The server database stores the quality indicators
of milk. These indicators can be monitored from
mobile devices of specialists.

The most popular cloud platforms are consid-
ered. The 4th generation LTE network using the
technology for the [IV-NB — IoT network was cho-
sen as the network for transmitting information
from dairy farms to the cloud environment.
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MOAEAb U CTPYKTYPA CETU UHTEPHET BELLEW
AN MOHUTOPUHIA KAYECTBA MOANOKA

Benopycckuil 2cocyoapcmeennulii ynugepcumem un@opmamuxu u paouod1eKmpoHuKU,
Mumnck, Pecnybnuxa Benapyco

Kauecmeo monoka oyenusaemcs paoom KOHMPOIbHLIX MOYEK, 8 KA4ecmee KOMopbiX npueedeHsl pso nokasameneu, ma-
KUX KAK HCUPHOCMb, OENIOK, 1AKMO3d, NIOMHOCHb U M. 0. [IIsi KOHMpOa Kayecmed MONOKA PACHPeOeleHHbIX MOIOUHBIX XO-
3AUCME NPEOLOAHCEHO UCNONB308AMb MeXHoN02uio unmepuem eewell (UB). [Ipeocmasnena mHozoazenmuasn modenv cemu MB
u cmpykmypa maxou cemu MB 0151 KOHMPONA Kauecmea MONIOKA OM PA3IUYHbIX Xo3sucme. Modens npedcmasiena MHoce-
CMBOM A2eHMOB: AHATUZAMOPO8 MONOKA, Npeobpazosamenell, XpaHeHus NoKazamenell Kauecmea MoioKd, ux oopabomku, npu-
HAMUsL peuleHull, MOHUMOPUH2A NOKA3amenell Kauecmeada MOonIoKd.

Cmpyxmypa cemu HUB exknouaem aHanuzamopsl MOIOKA, WIHO3bI-Npeodpazosameit, 00NauHyio niampopmy, MoouibHvle
yempoticmea. B obnaunoil niameopme apenoyemcs cepsep, Ha KOMopom pacnonodicenvl 6a3vl 3HAHUL U OGHHBIX, CNeYUATbHOE
110 (pewamens) no odpadbomke u NPUHAMUIO peuleHUll No Kayecmasy Monoka, catm gepm. B 6aze dannvix cepsepa obnaunoll
CMPYKMYpPbl XPAHAMCSA XAPAKMEPUCTUKU KA4ecmed MOIOKA, 6 6ase 3HaHull — npasuia ux oopabomku. Pewamens evidaem
OMKJIOHEHUs NO MEKVIYUM NOKA3AMENAM Kayecmed Moioka om cmanoapmos. Caiim cayxcum Ons CeA3u CReyuarucnos no
KOHMPOIIO Kauecmea Monokd. MOHUMopuHe Xapakmepucmuk Kawecmeda MOIOKA Peaiusyemcs ¢ MOOUNIbHbIX YCmpoucme cne-
YUAIUCmos, O0CmMynom K KOMROHEHMAam caumd.

B kauecmee cemu nepedauu unghopmayuu ¢ MonouHvIx ghepm 6 obaaunyio cpedy sviopara cemv 4-20 noxonenuss LTE ¢ uc-
noavzosanuem mexronocuu NB-IoT. ITposeden 0630p aHanu3amopos MOIOKA KAK OMeYeCmBeHHbIX, MAK U 3apyOenCHbIX KOM-
nanuil. [Ilpeocmasnen eapuanm peutenus no w3y 0Jid ONPoCd AHATU3AMOPO8 MOIOKA U nepeday Napamempos 6 0ONA4HYI0
ungpacmpykmypy. IIpedcmasnensvt obnauHwvie nonyiapHoie niamgopmvl 015 nocmpoerus cemu UB.

Knroueevie cnosa: mynvmuazenmuas mooeins, KOHMpons Moaoka, cmpykmypa cemu B, mexnonoeuss NB-IoT, obnaunvie
niameopmol.

1,2021 SYSTEM ANALYSIS AND APPLIED INFORMATION SCIENCE



44

OBPABOTKA MUHO®OPMALIMW U MPUHSTUE PELUEHN

Vishniakou Uladzimir.— doctor of technical science, professor of ICT depart-
ment of Belarusian State University of Informatics and Radioelectronics. Re-
search interest: information management and security, electronic business, intel-
lectual management systems. Author more 440 scientific publications including
6 monographs (1 — English), 4 study books with stamp of education Ministry,
8 volumes manual «Information managementy.

BumnskoB Baaaumup AnaroiaseBud — 1.T.H., mpodeccop BI'YUP, xad. UKT.
OO6acTh HayYHBIX HHTEPECOB: HHPOPMAITHOHHOE YITPaBIICHHE W 6€301TacHOCTb,
QJIEKTPOHHBIN OWU3HEC, MHTEIJICKTyaIbHbIC CHCTEMBI yIpaBieHus. ABTop Oojee
440 HaygHBIX paboT, B TOM uncie 6 MoHorpadwuit (1 Ha aHITTHHCKOM SI3BIKE), 4-X

y4eOHBIX Toco0uit ¢ TpudoMm MuHHCTEpCTBa 00pa30BaHus, 8-M TOMHOTO y4eOHOTO KoMmIUIekca «MH-
(hopMaIMOHHbBII MEHEJKMEHT.
e-mail: vish2002@list.ru

Al-Masri, A. H.,— master of technical science, PhD-student of ICT department of Belarusian State Uni-
versity of Informatics and Radioelectronics.
Aab-Macpu A. X.— MarucTp TeXHHUECKUX Hayk, actupadT kadeapst UKT BI'YUP.

Al-Haji, S. K.— master of technical science, PhD-student of ICT department of Belarusian State Uni-
versity of Informatics and Radioelectronics.
Aab-Xamxu C. X.—MarucTp TeXHHIeCKuX Hayk, aciupanT kadeapst MKT BI'YUP.

CUCTEMHbIVI AHAJTIU3 U MPUKITABHAS UHOOPMATUKA 1,2021



